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Agenda
•What’s the risk  

•Where to find help, tools

•Working through it



Mandatory Compliance Regime

1. Appointment of Compliance Officer

2. Development, application and maintenance of up-to-date written 
policies and procedures.

3. Ongoing training program for staff 

4. Regular review of policies and procedures (at least every 2 years) –
“self assessment”
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PIPEDA/privacy basics

•PIPEDA applies to the collection, use and disclosure of personal information in the course of 
commercial activities

•Personal information includes any factual or subjective information, recorded or not, about an 
identifiable individual. This includes information in any form, such as:

• age, name, ID numbers, income, ethnic origin, or blood type; 

• opinions, evaluations, comments, social status, or disciplinary actions

•PIPEDA doesn’t apply to business contact information–including: 

• an employee’s name, title, business address, telephone number, facsimile number or email 
addresses–which an organization collects, uses or discloses solely for the purpose of 
communicating with a person in relation to their employment, business or profession



Canada Life’s privacy template 

















Understanding expectations and privacy best practices will help 

you determine which areas of your business are impacted by the 

need to protect personal information and for which you may require 

policies and procedures.  

Step 1:

Review ‘Privacy and your business’ and all related privacy material 

from RepNet: Advisor support Compliance > Privacy, client file & 

record retention 

Review privacy polices of the insurer(s) that you do business with

Step 2:

Determine what measures you/the firm needs to take in order to comply 

with PIPEDA or applicable provincial privacy legislation and privacy best 

practices.  

Step 3:

Insert details of policies and procedures, modified to suit your business 

and adopt it as your policies and procedures.  



Responsibility under the Act





How the tool kit’s organized











Here’s the ‘how’



















Cyber security = protecting information
Confidentiality – any important information you have – such as employees, client, or 
financial records – should be kept confidential, only access by people (or systems) 
that you’ve given permission to do so. 

Integrity: You need to make sure to maintain the integrity of this information and 
other assets (such as software) in order to keep everything complete, intact and 
uncorrupted.  

Availability: You should maintain the availability of systems (such as networks), 
services, and information when required by the business or it’s clients. 



What’s covered
•Getting started

•Web security

•Email security

•Data security

•Remote access security

•Mobile device security

•Physical security



Web security



Email security 



Data security



Mobile device security





Helpful government sites
OPCC - Privacy tool kit: 

https://www.priv.gc.ca/information/pub/guide_org_e.pdf

From Safety Canada - Canadian cyber incident response 
centre (CCIRC): 

http://www.getcybersafe.gc.ca/cnt/rsrcs/pblctns/smll-
bsnss-gd/index-en.aspx

https://www.priv.gc.ca/information/pub/guide_org_e.pdf
http://www.getcybersafe.gc.ca/cnt/rsrcs/pblctns/smll-bsnss-gd/index-en.aspx


Questions? 

SEE YOU IN MARCH!  


